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Plataforma Moodle

1. Boas Praticas

Sendo a sua utilizacdo uma realidade, pretende-se entdo dar a conhecer aos docentes, algumas boas praticas
que no uso da plataforma, de forma intuitiva, mas e acima de tudo mais segura.

A regra geral por tras da utilizacdo de qualquer plataforma, prende-se pela simplicidade na criacdo e
organizac¢do dos contetidos. O que contribuira de forma muito positiva, para a facil compreensao dos utilizadores,
reconhecimento do propdsito para que foram criados e onde as diferentes funcionalidades podem ser usadas.

2. Plataforma Moodle - Versao 3.8.2°

Concebida para um contexto mais abrangente do que a simples sala de aula presencial, ja que permite quer a
criacdo de cursos de ensino a distancia (e-learning), quer servir como complemento a aulas ou cursos presenciais
e semi-presenciais (b-learning), e ultrapassando a ideia de mera utiliza¢cdo da tecnologia ao possibilitar a partilha
de conhecimento e a interagdo entre professor/alunos e aluno/alunos, a plataforma Moodle possibilita um ensino
em que cada um constroi o seu préprio conhecimento.

O facto de ser, segundo a vontade do seu criador, um software livre, de cédigo aberto, logo poder ser instalado
gratuitamente, aliado ao pormenor de permitir que o utilizador altere e adapte o ambiente, de acordo com as
suas proéprias necessidades, fez com que a plataforma Moodle, se tornasse, rapidamente, presente no dia a dia
de diversas instituicdes, nomeadamente escolas do ensino basico, secundario e superior.

Neste momento encontra-se na versao 3.8.2, que apresenta um conjunto de novas funcionalidades, estando
prevista uma atualiza¢do para a versdo 3.8.3 em maio de 2020 e para a 3.9 em junho do mesmo ano.

Para garantir uma utilizacdo mais segura da plataforma Moodle, serdo referidas algumas boas praticas e
configura¢des que possibilitem uma maior protecao no seu uso2.

' https://moodle.org/

2 As presentes recomendacdes tém por base a informacgdo disponivel e conhecimento do CNCS no momento da sua
producado. Refletem por isso recomendacdes que visam apenas reduzir os riscos de seguranca a confidencialidade
conhecidos na utilizagdo das aplicacdes, ndo excluindo por isso especiais cuidados adicionais, incluindo cuidados externos a
utilizacao das plataformas no que respeita a seguranca e protecao da privacidade dos utilizadores.
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O acesso ¢é efetuado em linha, conforme sitio de demonstracao® (Figura 1), onde é possivel escolher o “papel
pretendido” (“choose a role”), que leva ao seguinte painel (Figura 2), que para o efeito deste acesso sera selecionada
a opcao “Professor” (“Teacher”), conforme (Figura 3) e onde devem ser introduzidas o “login” e “password” (Figura 4).

Nesta fase recomenda-se a inativa¢cdo da op¢ao “Lembrar nome de utilizador” (“Remember username”), assim
como a oferta do pesquisador que esteja a ser utilizado para memorizar os dados de /ogin.

1 Mount Orange School

< > C e

8 Calendar

= Mount Orange School

English - United States (en_us) ~

@ & https//school moodledemo.net w I @

Mount Orange School
iy Moodle in areal-schoollenvironment with ready-n

See Moodle in action About Mount Orange

This demonstration site gives you the opportunity to explore Moodle in Mount Orange School provides high quality education for students aged
action as a manager, teacher, student, parent or privacy officer. See from 8 to 18 years, making full use of the open source learning platform
how students are assessed and learning tracked in a variety of activities Moodle. The courses are open to guests and showcase Moodle

with realistic user content. features, highlighting the enhancements each new version brings.

/ Choose a role » Go to courses »

You are currently using guest access (Loc

Q. You are currently using guest access (Log in)

This site will be reset in 12 mins 18 secs

9 Mount Orange School: Choose X

“>c e

= Mount Orange School

# Home

£ Calendar

English - United States (en_us) ~

@ @ https;//school.moodledemo.net/mod/page/view.php?id=44 B - 9% I @

Home / Site pages / Choose a role

Choose a role

How do | use this site?

The purpose of the Mount Orange School demo site is to give you a feel for how a real Moodle-using school operates. As a guest, you can only view the

courses; you can't participate. To have a clearer understanding and some working examples, it's better to use Moodle "in character" so we've set up
some accounts already and you are very welcome to log in with them

Privacy officer » Other user »

Choose from:

.. and get exploring!

What if | break the site?

You are very welcome to @ This site is reset every hour on the hour so anything you "break” will get fixed. This does mean, however, that any
changes you make will only last one hour.

Can | add my own activities and try them out with students?

Yes! With the teacher role you can create activities in courses where you have editing rights, or you can create a new course with the manager role. Once

you have added activities, log in with the student role to try them out.

| work for a university/business/organisation. How can this site help me?

Many of the Moodle features and roles used in a school can work just as well in a primary, tertiary, adult, organisational or other settings where people
learn or do business. (Small) imaginative leap required

3 https://school.moodledemo.net/

Q_ You are currently using guest access (Log in)

This site will be reset in 13 mins 31 secs

Fig.1

Fig.2



Y
oo
Estudo em Casa | Recomendacdes de seguranca CNCS »

Centro Nacional
de Ciberseguranca
PORTUGAL

Plataforma Moodle

© © ¢ 0 0 000 00000000000 000000000 0000000000000 0000000000000 000000000000 0000000000 O

1 Mount Orange School: Teacher X

<« C o @® @ https;//school.moodledemo.net/mod/page/view.php?id=45 B - Pxd N @ F|g 3

= Mount Orange School  English - United States (en_us) ~ Q. You are currently using guest access (Log in)

# Home

3 Calendar
Home / Site pages / Teacher

Teacher

Explore Moodle through the eyes of teacher Jeffrey Sanders.

1. Login as ‘teacher’; password ‘'moodle’
/ 2. Return to this screen (automatic!), logged in as Jeffrey Sanders
3. Browse the example(s) you would like to see.
4. Then why not set some activities up yourself and then log in as a student (username: student; password: moodl/e) to try them out?

Assess and evaluate:

« Record feedback and upload supporting files when grading as with this Languages of Love assignment. (NEW IN 3.6)
« Easily enrol, filter and search students from a single screen

« Check completed activities and mark activities complete on behalf of students

« From the mobile app, grade simple assignments

« Add competencies to a course

« View a competency breakdown report for your students

« Rate competencies

+ Add drag and drop and selection questions to a quiz

« Manage and award course badges to students

 Set up a rubric to grade a student assignment

Check the grades of students in your course.

Provide Learning Resources
« add video or audio files with a thumbnail, subities and captions (Explore the 'l have a dream’ video)
« Create linked pages as a "book” for presenting information to colleagues (or students)

« Set up a Lesson activity to engage students with the topic background.

school.moodledemo.net/login/index.php

This site will be reset in 10 mins 11 secs

1 Mount Orange School: Log in | X

<~ C o ® @ httpsy//school.moodledemo.net/login/index.php . QY n @ = F|g 4

7S

Mount Orange School

Forgotten your username or

teacher
/ password?

eocces| Cookies must be enabled in your
browser @
] Remember username

Some courses may allow guest
access

Log in as a guest

Is this your first time here?

To explore this site, log in with the role of:
with the username student and password moodle

with the username teacher and password moodle
- with the username manager and password moodle

121l - with the username parent and password moodle

- with the i icer and p moodle

Or explore one of our many

Other accounts
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Logo que se processa a entrada na plataforma (Figura 5), surgem alguns exemplos de como pode ser utilizada

a plataforma no respetivo perfil selecionado (Figura 6).

9 Painel do utilizador

<« Cc @

®a

=  Mount Orange School

@ Painel do utilizador
& Pagina inicial do site
# Calendario

[ Ficheiros privados
7= As minhas disciplinas
= Psych Cine

= Cinema

T= Celebrating Cultures
7= History: Russia Rev
7 Induction

7= Parents and Citizens

Portugués - Portugal (pt) ~

tps//school moodledemo.net/my/

You are currently using the demo teacher account of Jeffrey Sanders. You are on the dashboard, a
customisable page with links to courses. See some examples of what you can do with this account

or just dive in below!

Y Em progre

Society and Environ!

* Celebrating Cultures

12 Nome da dis

Art and Media
Class and Conflict in World Cinema

w In @ =

Q A e JeﬁreySanderse W

Personalizar esta pagina

Quiz

24 de Jun as 09:24

Anna Alexander

Mount Orange is now running Moodle 3.7
26 de Nov as 10:49

Anna Alexander

Take a tour of Moodle 3.6!

24 de Jul as 11:39

Anna Alexander

Fig.5

) See what's new in Moodle 3.5!
Council Tépicos mais antigos

7 Staffroom

= Quiz - '

Society and Environment = Moodle Resources

History: Russia in Revolution Moodle History Quiz

httpsy//school moodledemo.net/course/view.php?id=38

This site will be reset in 46 mins 28 secs

FARE!

i1 Jeffrey Sanders: Perfil piblico X
&« c ® p2id=13 B8 - fid I @ =

® @ https//school.moodledemo.net/user/profile.p

Fig.6

= Mount Orange School  Portug

- Portugal (pt) ~

Q A e Jeﬁreysanderse -

@ Painel do utilizador  Mensagem

# Pagina inicial do site

-

B3 Calendario

Painel do utilizador / Perfil Restaurar pagina para os valores predefinidos Personalizar esta pagina
[ Ficheiros privados

7= As minhas disciplinas

The world and its environment has been going through an enormous upheaval particularly in the last few decades. We need to develop thinkers who will
be creative, engaged, skilled, informed and thoughtful about the past, present and future interactions of people with each other and their environment.

7= Psych Cine

7 Cinema Previously I've worked in a law firm and travelled the world, but the job which gives me the the most fulfilment is... teaching. It's a privilege to be a part of

this school community and watch those in our care blossom into maturity.
7= Celebrating Cultures

That's the picture of my (always messy) desk in Society & Environment office, where you can find me or call x226
= History: Russia Rev DEMO VIEWERS: click HERE to see a range of things Jeffrey (demo teacher) can see and do.

7 Induction

7= Parents and Citizens
Council Editar perfil

Endereco de e-mail

jeffreysanders199@example.com

Mensagens do blogue
Mensagens no férum
= swteom Topicos de discussao
= Quiz Pais Planos de aprendizagem
Australia

Cidade/Estado
Orange City

Sessdes do navegador
Interesses -
Viséo global das notas

travel |gardening |chess peace politics Films | history.

This site will be reset in 42 mins 29 secs
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b. Configuracao Base

Antes da utilizacao de Moodle, ha alguns aspetos de configuracao que o utilizador deve considerar. Estas
configuracdes manter-se-do por defeito em utilizacGes posteriores.

No perfil do utilizador existe um campo de “Conta de utilizador” (Figura 7), com um conjunto de preferéncias
editaveis (Editar Perfil, Modificar senha, Idioma preferido, etc.).

01 Preferéncias X

< c @

@ Painel do utilizador
& Pagina inicial do site
#4 Calendario

[ Ficheiros privados
7= As minhas disciplinas
7= Psych Cine

7= Cinema

7= Celebrating Cultures
T= History: Russia Rev
7= Induction

T Parents and Citizens

= Mount Orange School

://school moodledemo.net/user/preferences php

Portugués - Portugal (pt) ~

Painel do utilizador / Preferéncias

/ Conta de utilizador

Editar perfil

Modificar senha

Idioma preferido
Preferéncias do forum
Preferéncias do editor
Preferéncias da disciplina
Preferéncias do calendario
Chaves de seguranga

 Mensagem

Preferéncias do blogue
Blogues externos
Registar um blogue externo

- O T I @
Q & @ Jeffrey Sanderse -

Medalhe

Gerir medalhas
Preferéncias das medalhas
Configuragdes da backpack

= Fig7

Council Preferéncias das mensagens
Preferéncias das notificagdes
7= Staffroom
= Quiz

Monitorizag&o de eventos

This site will be reset in 41 mi

Em “Editar perfil”, “Privacidade do e-mail”, deve ser selecionada a opg¢do “Sé pode ver o meu e-mail quem esta
inscrito na disciplina” (Figura 8).

b cC @ @ @ https//schoolmoodledemo.net/user w N @ =

= Mount Orange School Portugués - Portugal (pt) ~ F|g8

Q A ,Jeﬁreysandersg -

Geral

Nome ° Jeffrey
Apelido o Sanders
Enderego de e-mail o

jeffreysanders199@example.com

Privacidade do e-mail / S6 pode ver o meu e-mail quem esta inscrito na disciplina %
Orange City

Australia *

Cidade/Estado
Selecione um pais

Fuso horario Fuso horério do servidor (UTC+1) s

Tema preferido Predefinido ¢

Descrigdo

1 A B I = E % % @0 ®H @ & m

The world and its environment has been going through an enormous upheaval particularly in the last few decades. We need to develop
thinkers who will be creative, engaged, skilled, informed and thoughtful about the past, present and future interactions of people with each

other and their environment.

Previously I've worked in a law firm and travelled the world, but the job which gives me the the most fulfilment is... teaching. It's a privilege
to be a part of this school community and watch those in our care blossom into maturity.

That's the picture of my (always messy) desk in Society & Environment office, where you can find me or call x226

DEMO VIEWERS: click HERE to see a range of things Jeffrey (demo teacher) can see and do.

This site will be reset in 34 mins 26 sex
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Assim como toda a informacdo deve ser resumida ao estritamente essencial (Figura 9), evitando informacao

desnecessaria, em fun¢do dos campos de preenchimento obrigatério.

9 Mount Orange School: Editar 1 X

<« cC @ ® @& https://school.moodledemo.net/user/edit php?id=138&course=1
= Mount Orange School  Portugués - Portugal (pt) ~

Pagina Web

Numero de ICQ

ID do Skype

ID do AIM

ID do Yahoo

ID do MSN

Numero de identificagéo (ID)

Instituigao

e w In @ = F|g9

Q A e Jeﬁreysanderse -

Departamento

Telefone

Telemovel

Morada

Sao de preenchimento obrigatério os campos assinalados com @

Nome de utilizador: Jeffre nders (Sair)

Senior staff, SE
9999 0226

0414 991 9921

Atualizar Perfil Cancelar

This site will be reset in 26 mins 52 secs ¥

9

No campo seguinte “Modificar senha”, devem ser seguidas as politicas sugeridas pelo Centro Nacional de
Ciberseguranca *. Nesta opcdo podem ainda ser consultadas diversas informagdes relativas a retencdao de dados,
forma de obter aplicacao mével e politicas (Figura 10).

<> C @ @ @& httpsy//school.moodledemo.net/login/change_password.php?id=1

@ Painel do utilizador
A Pagina inicial do site
#8 Ccalendario

[ Ficheiros privados
7= As minhas disciplinas
7= Psych Cine

7= Cinema

7= Celebrating Cultures
7= History: Russia Rev
7= Induction

7= Parents and Citizens
Council

7= Staffroom

= Quiz

= Mount Orange School  Portugués - Portugal (pt) ~

w N @ = F|g1 o

Q A ,Jeﬁreysanderse -

® Mensagem

Painel do utilizador / Preferéncias / Conta de utilizador / Modificar senha

Modificar senha

Nome de utilizador teacher
Senha atual o
Nova senha o
Nova senha (novamente) o

Sair em qualquer lugar

Guardar alteragdes Cancelar

Sé&o de preenchimento obrigatério os campos assinalados com @

4 https://www.cncs.gov.pt/content/files/bp_pp_nov19.jpg
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No que toca aos aspetos relativos a seguranca, deve ser seguida a sugestdo de “Chaves de seguranca” (Figura

11), que reforcam a seguranca e privacidade, evitando o acesso de outros utilizadores a areas de acesso que nao
lhes sejam permitidas.

i Chaves de seguranca X
<« c @ & hitps//school moodledemo.net/user/managetoken php?

B -9 mn o = Fig.11

= Mount Orange School ~ Portugués - Portugal (pt) ~ Q A @ Jefirey Sanderse -

@ Painel do utilizador

® Mensagem
# Pagina inicial do site
# Calendario

Painel do utilizador / Preferéncias / Conta de utilizador / Chaves de seguranga

[ Ficheiros privados
7= As minhas disciplinas
7= Psych Cine -
= Cinema Para garantir a seguranca e privacidade, os URLs das listas RSS possuem um token especial que identifica o utilizador a quem se destina. Desta forma,

evita-se que outros utilizadores acedam a areas do Moodle a que n&o tém acesso.

7 Celebrating Cultures O token ¢é criado automaticamente na primeira vez que aceder a uma area que produz uma lista RSS. Se achar que o token da sua lista RSS foi

comprometido de alguma forma, pode solicitar um novo clicando na hiperligagdo de Recomego. Tenha em atengdo que, ap6s isto, os seus URLs atuais das
T= History: Russia Rev listas RSS ficar&o invalidos

= Induction Chave Operagéo

T Parents and Citizens 695a9455c276fc0d663de19f10e16ca0 Limpar
Council

T= Staffroom /

= Quiz

Nome de utilizador: Je
Pagina princip

This site will be reset in 16 mins 56 secs

Em “Preferéncias das mensagens” (Figura 12), pode ser ativada a opc¢do da restricdo das pessoas habilitadas
a enviar email's, somente aos meus contactos, assim como o canal preferencial das notifica¢cbes ser por email e
desabilitar o “enter” para enviar, evitando assim envio erroneo de mensagens.

&« CcC ® @ @ https//school moodledemo.net/message/edit php?id

o O n @ = Flg'l 2

=] Mount Orange School  Portugués - Portugal (pt) ~ Q A e Jeffrey Sanderse -

< Configuragdes
@ Painel do utilizador

® Mensagem

# Pagina inicial do site

Pode restringir as pessoas que podem
enviar-lhe uma mensagem

A Calendario

Painel do utilizador / Preferéncias / Conta de utilizador Preferéncias das mensagens © Apenas os Meus contactos
[ Ficheiros privados

Os Meus contactos e qualquer um

T As minhas disciplinas das minhas disciplinas

= Psych Cine clerencias das = ayc Tretere

las notificacdes
® cEmail
= Cinema
|
7= Celebrating Cultures Usar 'Enter’ para enviar
7= History: Russia Rev

WL

7= Induction

7= Parents and Citizens
Council

= Staffroom

= Quiz

21:46

W & Ll

06/04/2020
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Ja no que toca as “Preferéncias das notificacdes”, o canal privilegiado deve ser o email habilitado através de

“ON", devendo estar desativadas as op¢des pela “web” - “OFF’ (Figura 13).

X
® @ https://school. moodledemo.net/message/notificationpreferences. php?userid=13 e Q mn o =
= Mount Orange School  Portugués - Portugal (pt) ~ Q 8 @ Jeffrey Sanderse -
@ Painel do utilizador Preferéncias das notificagoes

# Pagina inicial do site [ Desativar notificagdes

£ Calendario

Web E-mail &
[ Ficheiros privados

z Online Offline Online Offline
7= As minhas disciplinas Trabalho

7= Psych Cine

Notificagdes dos trabalhos m a a
™= Cinema /

Inquemo Online Offline  Online Offline
7= Celebrating Cultures

7= History: Russia Rev DSz a0 Ao (i m m @
7= Induction Lembretes do inquérito m m m

7 Parents and Citizens 5

Council Forum Online Offline  Online Offline
7= Staffroom Resumos de féruns com subscriggo ativa m m @
= Quiz

Féruns com subscrigdo ativa m a m

Licao

Online

G &8 8

Offline  Online Offline

Notificagbes sobre avaliagdo de perguntas de desenvolvimento

No final, devemos sempre terminar a sessdo (“Log out") (Figura 14).

1 Dashboard x  + = X
<« C @ school.moodledemo.net/my/ o x @ :
= JSS  English (en) ~ Q A& @ Jeffrey Sanders% -

@ Dashboard

& Profile
B8 Grades
Course overview Try Moodle as a...
¢ Messages
rogress ~ - Preferences
Y In progress « Teacher #
« Student
® Logout

« Manager

« Parent/Mentor /

Learn more
Mount Orange Community Moodle Resources - Art and Media -
Staffroom Moodle History Quiz Class and Conflict in World Cinema
ourses
0% complete 7= Digital Literacy

7= Psychology in Cinema

T Class and Conflict in World Cinema
7= The Impressionists

7= Celebrating Cultures

T= History: Russia in Revolution
= World of Water

7= Pilgrimage

7= Moodle and Mountaineering

Art and Media = || Mount Orange Community = | Society and Environr

Psychology in Cinema New staff induction * Celebrating Cultures

= New staff induction

7= Parents and Citizens Council
{ 7= Staffroom
T= Moodle History Quiz
All courses ...

Society and Environment Mount Orange Community L

History: Russia in Revolution Parents and Citizens Council — This site will be reset in 18 mins 31 secs
I = n A 1041
[=TH "] 9 o vy B © D P a0 &

Fig.13

Fig.14



